NHdopmaumoHHas namsaTka ans ooy4varoLmxca

C kaxablM roooM MOSIoOeXM B UMHTepHeTe cTaHoBuTca 6onblie, a
LLUKOMbHMKN OOHM M3 CaMblX aKTUBHbLIX nNonb3oBaTenien PyHeTta. Mexay
TeM, NMOMMMO OFPOMHOIO KOSIM4ecTBa BO3MOXXHOCTEN, UHTEPHET HECET U
npobnembl. 3Ta NamsaTka 4OSMKHaA NoMoYyb Tebe Be3onacHo HaxoauUTbCs B
ceTn.

KomnbroTepHblie BUPYChI

KoMnbloTEPHLI BUPYC - 3TO Pa3HOBUAHOCTb KOMMbIOTEPHbLIX MpPOrpamMm,
OTNUYUTESNTIBHONM OCODEHHOCTLID KOTOPOM SIBNSIETCS  CMOCOBHOCTb K
pa3MHOXeHuo. B gononHeHne K 9TOMY, BMPYCbl MOryT MOBpPeAUTb WUNu
MONMHOCTBbI  YHUYTOXWUTb BCe (pannbl M AaHHble, MNOAKOHTPOSbHbIE
nonb3oBaTento, OT WMEeHM KOToporo ©Obina 3anyuweHa 3apaxeHHad
nporpamma, a Takke MNOBpPeauTb WM Aaxe YHUYTOXUTb OnepaumoHHYHO
cuctemy co Bcemu damnamm B uenom. B 6onbliMHCTBE crnyvaes
pacnpoCTPaHAITCA BUPYChl YEPE3 UHTEPHET.

MeToabl 3aWmnTbl OT BPEOOHOCHbIX rNMporpamMmm:

1. |/|CI'IOJ'Ib3yI7I coBpeMeHHble onepaunoHHble CUCTEMbI, WMMeELLNne
Cepbe3HbII;l YPOBEHDb 3allTbl OT BPEOOHOCHbIX NMporpamMm;

2. [locTosiHHO YycTaHaBnMBanl nayTuM (UMpPOBLIE 3annaTku, KOTopble
aBTOMaTMYECKN YCTaHaBMMBAKTCA C Uenbl JopaboTkM nporpamMmmbl) U
apyrne obHOBNEHMS CBOEN onepaumoHHOM cuctemMbl. CkauymBam X TOMbKO
C ogmumanbHoro camta paspabotumka OC. Ecnn cywlecTByeT pexum
aBTOMaTMYeCKOro OGHOBIIEHNS, BKITHOUN €rO;

3. PaboTtan Ha cBoem KOMMbOTEPE MNOO MnpaBaMn MoJsib3oBaTesid, a He
aaMUHNCTpPAaTOopa. OTO He no3BonuT 6OJ'IbLIJVIHCTBy BpeaOHOCHbIX
nporpamm MHCTarimpoBaTbCA Ha TBOEM NepPCoOHarlbHOM KOMIbIOTEPE;

4. Wcnonb3ynh aHTMBMPYCHblE MpPOrpamMMHble NPOAYKTbl  U3BECTHbIX
npousBoanTenen, ¢ aBToMaTndecknm obHoBreHnem 6as;

5. OrpaHnyb U3NYECKNA AOCTYN K KOMMbIOTEPY AN MOCTOPOHHUX JNLL;

6. Vicnonb3yn BHELLHWE HOCUTENWN MHOPMaUUK, TakMe Kak doriewka, anuck
nnn pann n3 MHTepHeTa, TONbKO U3 NPOBEPEHHbLIX NCTOYHUKOB;

7. He oTkpbiBan KOMMblOTEPHbIE (hansibl, MONYYEHHbIE M3 HEHAOAEXHbIX
MCTOYHUKOB. [daxe Te paunnbl, KOTOpble Npucran TBOW 3HaAKOMbIW. Jlydiie
YTOYHW Y HEro, oTnpasnsan nm oH Tebe umx.

Cetn WI-FI

Wi-Fi - 3aTo He Bua nepegaynm OaHHbIX, HE TEXHOSNOorusl, a BCEro nuulb
6peHa, mapka. Ewe B 1991 rogay HugepnaHackasi KOMMaHUA
3apeructpmpoBana 6peHg "WECA", yto o00603Ha4ano cnoBocCOYeTaHue
"Wireless Fidelity", koTopbIn nepeBoanTcsa kak "6ecnpoBogHas TOYHOCTbL".



[lo Hawero BpemeHn gowna agpyrass abbpeBnaTypa, KoTOpas sIBNSETCS
Takom e TexHornornen. 3t1o abbpesnatypa "Wi-Fi". Takoe HasBaHue Obino
[aHO C HaMeKOM Ha CTaHAapT Bbiclien 3ByKoBou TexHuku Hi-Fi, yto B
nepesoae 03HavaeT "BbICOKas TOYHOCTL".

[a, 6ecnnaTHbIn WHTEPHET-OOCTYN B kKade, OTendx un asponoprax
ABNAETCA OT/NIMYHOW BO3MOXHOCTbIO BbIXOo4a B WHTepHeT. Ho MHorue
aKkcnepTbl cuyuTalT, 4YTo obwenoctynHole Wi-Fi ceTn He aBnswoTcs
BbesonacHbIMU.

CoBeTbl No 6e3onacHocTn paboTbl B 06wenocTynHblx cetsax Wi-fi:

1. He nepepasai CBOK NNYHYIO MHpopMaumio Yyepes obwenoctynHble Wi-
Fi cetn. PaboTas B HUX, XenatenbHO He BBOAUTb Naponn SOCTyna, NOrnHbl
N Kakme-To HoMepa;

2. Aicnonb3yn n 06HOBNAN aHTUBUPYCHbIE NporpaMmmbl U 6paHamayep. Tem
cambIM Tbl 06e3onaculb cebs OT 3aKadkm BUpyca Ha TBOe YCTPOWUCTBO;

3. lMpn wucnonb3oBaHun Wi-Fi oTkntoun dyHkumo "OOWwmn goctyn K
grannam u npuHtepam”. laHHasa PyHKUMS 3aKkpbiTa N0 YMOSTYaHUIO, OAHAKO
HeKoTopble NOSIb30BaTENM aKTUBUPYIOT ee ANna yaobCcTBa NCNONb30BaHUs B
paboTte unn yyebe;

4. He wucnonb3yn nybnunuHein WI-FI gna nepegadn nUYHbIX OaHHbIX,
HanpumMmep ANng Bbixo4a B coumarbHble CETU UM B 9NEKTPOHHYIO MOYTY;

5. Mcnonb3yn TONbKO 3awuuieHHoe coeanHeHne 4vepe3 HTTPS, a He
HTTP, T.e. npn Habope Beb-agpeca BBoan MmeHHo "https://";

6. B MobunbHoMm TenedoHe oTkmoun dyHKumo “"lMogkntoyeHne kK Wi-Fi
aBToOMaTu4eckn". He ponyckan  aBTOMaTM4eCKOro  MNOAKMNKOYEHUS
ycTponcTtBa Kk cetsaim Wi-Fi 6e3 TBoero cornacus.

CoumnanbHble ceTn

CoumanbHble CeTU aKTUMBHO BXOOAAT B Hally >XWU3Hb, MHOrMe nwau
paboTaloT U XKMBYT TaMm MOCTOSIHHO, a B Facebook yxe 3apermctpupoBaH
MUNNuUapg 4YenoBeK, 4YTO $SBMSETCA OOHOWM CcedbMOW BCEX XUTeneun
nnaHeTbl. MHoOrme nonb3oBaTenuM He MNOHMMAKT, YTO WHMoOpMaUus,
pasMelleHHad UMK B couManbHbIX CeTAX, MOXEeT ObiTb HamgeHa u
MCNonb3oBaHa KeM YrogHo, B TOM u4ucrie He obsizatenbHO ¢ 6narnmm
HaMepEHUSIMMN.

OcHoBHble coBeTbl N0 6€30MacHOCTU B COLMAnbHbIX CETSX:

1. OrpaHnyb cnucok apysen. Y Tebs B OpPy3bsiXx He AOMMKHO ObiTb
CllydarHbIX N HE3HAKOMBbIX JTO4EN;

2. 3awman CBOK YacCTHYK XW3Hb. He ykasbiBan naponu, TenedoHsbl,
agpeca, [faty TBOEro POXAOEHUA U OPYryl JIMYHYK  MH(OopMauuio.
3I0YMBbILLIIEHHNKN MOTYT UCMOMb30BaTh Aaxe MHOopMaLnMio O TOM, Kak Tbl
N TBOW pOAUTENM NIIaHMUpPyeTE NPOBECTU KAHWUKYbI;



3. 3awman CBOK penyTtaumio - OEPXU ee B YNCTOTe M 3agaBan cebe
Bonpoc: xoTen ©Obl Tbl, 4YTOObLI ApyrMe nonb3oBaTenn BUOENU, 4YTO Tbl
3arpyxaewb? Nogyman, npexage 4em 4YTO-TO onybnukoBaTb, Hanucatb W
3arpysuTb;

4. Ecnv Tbl roBOpULLb C JIIOObMU, KOTOPbIX HE 3HaeLlb, HEe UCMONb3yn CBOE
pearibHOe UMS N OPYrylo JNIMYHY0 MHpopMaLMn: UMS, MECTO XUTeNbCTBa,
MeCTO y4ebbl 1 npoyee;

5. N3beran pasmewieHus potorpadun B IHTEpHETE, rae Thl M300paXeH Ha
MECTHOCTHU, MO KOTOPOW MOXHO ONpeaeniMTb TBOE MECTOMOSIOXKEHNE;

6. lNpu peructpauum B coumanbHOM CeTU HeobXOoAMMO WUCMOoNb30BaTb
CNOXHble naponu, coctoswme n3 6yks n LUMp U C KONMYECTBOM 3HAKOB He
MeHee 8,

7. Ona coumanbHOM ceTW, NOYTbl W APYrnx camToB Heobxoanmo
ncnonb3oBaTb pasHble naponu. Toraa ecnu Tebs B3nomMakwT, TO
3MNOYMbILUSIEHHUKM Mofy4vaT OOCTYN TOMbKO K OQHOMY MeCTy, a He BO BCe
cpaay.

ANEeKTPOHHbIEe AeHbIn

OnNEKTPOHHbIE OEHbIN - 3TO OYeHb YOO0OHbIM crnocob nnaTexen, OgHaKo
CYLLECTBYIOT MOLLEHHUKK, KOTOPbIE XOTAT MOMYYUTb 3TU AEHbIN.

SﬂeKTpOHHbIe JeHblrn noasmnnmcb coecemMm HegaBsHO U UMEHHO U3-3a 3TOrO
BO MHOTuMX rocygapcrteax o CUX NMop HE NpornnucaHo rnpo HMUX B 3aKOHax.

B Poccumn ke oHun (*)yHKLI,VIOHVIpyI-OT N O HUX YXe MNporncaHo B 3aKOHe, rae
X pa3gendarwT Ha HECKOJNIbKoO BMAOB - adHOHUMHblIE U HE aAHOHUMHbIE.
Pa3HuMua B TOM, 4YTO a@HOHMMHbLIE - 3TO Te, B KOTOPbIX pa3pellaeTcA
npoBoanTb  onepaunn bes VI,EI,eHTI/ICbI/IKaLI,MM nonb3oBaTenid, a B
HEAHOHNMHbIX VI,EI,eHTVI(bVIKaLI,VIFI nonb3oBaTens ABnseTcs obsa3aTenbHON.

Takke crnegyet pasnuyaTb SNEKTPOHHble UaTHble [OeHbrM  (PaBHbI
rocygapCTBEHHbIM BamnTaM) W 3MEeKTPOHHble HeduaTHble AeHbrn (He
paBHbl rOCY4apCTBEHHbIM BasnoTaMm).

OcHoBHble coBeTbl N0 6e3onacHon paboTe ¢ 3NEKTPOHHbLIMU AeHbramu:

1. MpmBsXKM K cyeTy MOOWMbHbIN TenedoH. 3TO camblil YAOOHLIN U
BbICTPbIN cnoco® BOCCTAHOBUTL OOCTYN K cyeTy. [MpmnBA3aHHbIM TenedoH
NOMOXET, ecnu 3abyaellb CBOM NMaTeXHbI Naponb UM 3angellb Ha canT
C HE3HAKOMOro yCTPOWUCTBa,;

2. WNcnonb3yn opgHopasoBble naposnu. llocrne nepexoga Ha YCUNEHHYHO
aBTopmsaumio Tebe yxe He OygeT yrpoxaTb OMACHOCTb KpaXku Wn
nepexeBarta nraTexxHoro napons;

3. Buibepn cnoxHbin naponb. lNpectynHukam OygeT He npocTo yragaTth
CIOXHbIM Naposib. HagexxHble naponu - 3To Nnaponu, KoTopble coaepXxaTt He
MeHee 8 3HaKOB W BKNOYalT B ceba CTPOYHbIE U MPOMNUCHbIE OYKBLI,



UMppbl M HECKONbKO CUMBOSOB, Takue Kak 3HaK gonsapa, QyHTa,
BOCKNMLATENbHbIN 3HakK K T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOM NYHblE JaHHbIE HA canTax, KOTOPbIM He JOBepHAeLlb.
ANeKTpoHHas no4ra

OnNEeKTPOHHas NnoyTa - 3TO TEXHOSOMMA U NpefocTaBnNseMble el yCnyrn no
nepecbinke W MONYYEHUO  JNEKTPOHHbIX  COOOLLEHUN,  KoTopble
pacnpegenstoTcs B KOMMbOTEPHON ceTU. OBbIYHO 3NEKTPOHHbLIN MOYTOBbLIN
ALWLNK BbIrNAOUT cneayowmm obpasom:
NMS_NoNb3oBaTeNa@uMsa_AoMeHa. Takke Kpome nepegadm npocToro
TEeKCTa, UMeeTCH BO3MOXHOCTb nepenasatb oansbl.

OcHoBHble coBeTbl N0 6e3onacHomn paboTe ¢ dNEKTPOHHOW MOYTOMN:

1. Hapo BbIGpaTb npaBunbHbIM MOYTOBBIN cepBUC. B MHTEepHeTe ecTb
OrPOMHbIA  BbIOOP 6GecnnaTHbIX MOYTOBbIX CEPBUCOB, OAHAKO Jyylle
[0BEPATb TEM, KOro 3Haellb U KTO NepBbiv B PEUTUHTE;

2. He ykasbiBan B NUYHOWN MoYTe NNYHYIO MHGopMauuio. Hanpumep, nyyiwe
BblbpaThb "My3blkanbHbIn_aHat@" unn "pok2013" BmecTo "temal13d";

3. Ncnonb3yn gByxaTanHyt aBTopu3auuto. ITo Korga NOMUMO napons
HY)>XHO BBOAWUTb KOA, Npucbiniaemblii no SMS;

4. Bblbepn cnoxHbit naposfib. [Ons Kaxgoro no4vToBOro silMka OOSMKEH
BbITb CBOW HAAEXHbIN, YCTOMYMBLIM K B3/TOMY Naporsib;

5. Ecnn ectb BO3MOXHOCTb HanucaTb CamMOMYy CBOM JMYHLIA BOIMPOC,
NCMNONb3yn 3Ty BO3MOXHOCTb;

6. Mcnonb3ym HeCKonbKO MOYTOBbIX SAWMKOB. [lepBblM Ana 4acTHOM
nepennuckn ¢ agpecatamm, KOTOPbIM Tbl OOBepsiellb. OTO 3NEKTPOHHbIN
aZpec He HaZo UCMNonb3oBaTh NPU perncTpaunmn Ha popymax un cantax;

7. He oTkpblBan dhansibl U gpyrne BIIOXKEHUS B MUCbMax, La)Ke eCrln OHU
APULWIIM OT TBOMX Apy3en. Jlydwe yTOYHN Y HUX, OTNPaBnsn fim oHn Tebe
3TN pannol;

8. lNocne okoH4YaHMa paboTbl HA MOYTOBOM CcepBuCE MNepen 3aKkpblTUEM
BKMNagKu C canToM He 3abyab HaxaTb Ha "BbIntn".
KnbepOoynnuHr unm BupTyanbHoe nsgeBaTtesibCTBO

Knbepbynnuur - npecnegoBaHne  cooblieHusMu,  cogepalmmu
oCKopbreHusi, arpeccuto, 3anyrmBaHue; XynuraHcTBO;, counarnbHoe
BOMKOTMPOBaHME C NOMOLLbIO Pa3NNYHbIX MHTEPHET-CEPBUCOB.

OcHoBHbIe coBeTbl N0 6opbbe ¢ knbepbynnuHrom:

1. He 6pocancsa B 6on. Jlyqwmi cnocob: nocoBeToBaTbCH Kak cebsa BecTu
N, eCnn HEeT TOro, K KOMy MOXHO 0bpaTuTbCs, TO BHa4dane yCnoKOUTbLCS.
Ecnun Tbl HayHelwb oTBeYaTb OCKOPOAEHUAMN Ha OCKOPOBEHUS, TO TOMNbKO
ewle 6onblle pasoxkelb KOHQINKT;

2. YnpaBnsun cBoen knbeppenyraumen;



3. AHOHMUMHOCTbL B ceTu MHuMasda. CyLlecTBYOT CrnocoObl BbIACHUTb, KTO
CTOUT 32 aHOHMMHbIM aKKayHTOM,;

4. He ctouT Bectn XyrnuraHckmin obpas BUpTyasribHOM XU3HW. VIHTepHeT
doMKCcUpyeT BCe TBOM OENCTBUSA N COXPAHSAET UX. YaanuTb ux Oyaert kpanHe
3aTpygHUTESBHO;

5. Cobntogan cBo BUPTYasribHYH YeCTb CMONoay;

6. WrHopupyn eguHuYHbIN HeratuB. OpgHopa3oBble OCKOpOUTESbHbIE
coobuweHna nyywe urHopuposaTb. OBbIMHO arpeccusi npekpailaeTca Ha
HavYyanbHOW CTaguu;

7. baH arpeccopa. B nporpammax obmeHa MrHOBEHHbIMU COOBLLEHNAMN, B
coumarnbHbIX CETSX €CTb BO3MOXHOCTb ONTOKMPOBKM OTMNPaBKM COOBLLEHMI
C onpefeneHHbIX agpecos;

8. Ecnn TbI cBupgetenb knbepOynnuHra. TBOM OENCTBUA: BbICTYNUTb
NpOTUB npecregoBaTens, nokasartb emMy, YTO ero AencTB1Us OLEeHMBaKTCA
HeraTMBHO, noggepXaTb XepTBY, KOTOPOM HyXHa ncuxoriornyeckas
MOMOLLb, COOBLLNTL B3POCIIbIM O pakTe arpecCMBHOIo NoBeAEHNSA B CETU.

MoGunbHbIN TenedoH

CoBpeMeHHble cMapTdOHbl W MnaHweTbl codepxaT B cebe BnonHe
B3poCnbli  (OyHKUMOHAMN, W Tenepb OHWM MOrYyT KOHKYpMpoOBaTb CO
cTauMoHapHbIMM  koMmnbloTepamun. OpHako, CpPeAcTB  3aluTbl  Ans
nogobHbIX YCTPOMCTB MoOKa O4YeHb Mano. TecTupoBaHWe WU MOUCK
YySI3BUMOCTEN B HUX MPOUCXOAWUT He TakK MHTeHCMBHO, kak ansa lK, 1o xe
camMoe KacaeTcs U MOOUbHBIX NPUITOXEHWUIA.

COBpeMeHHbIe MOBUNbHbIE 6pay3epb| YXe TMNpakTU4eckn AorHanu
HaCTOJ1bHblE aHalnormn, oAgHakKo paclnpeHmne (*)yHKLI,VIOHaJ'Ia BreyeT 3a
cobowm 6OJ'IbLIJyPO CINOXHOCTb N MEHbLUYH 3allNLLEHHOCTD.

[laneko He Bce npon3BoaNTENTN BblMYyCKakoT OoOHOBMNEHMA, 3aKpblBaloLwne
KPpUTN4EeCKne yaA3BMMOCTU OJ1A CBOUX yCTpOIZCTB.

OcHoBHble coBeTbl Ans 6e3onacHOCTM MOBUNbHOro TenedoHa:

Huyero He sBnseTca no-Hactosuwlemy OGecnnaTHbiM. Byob OCTOPOXEH,
BeOb koraa Tebe npeanaraoT 6ecnnaTtHbli KOHTEHT, B HEM MOryT ObITb
CKPbITbl KaKne-To nnaTHble YCrnyru;

Hdyman, npexage yem otnpaButb SMS, oTo nnmn Buaeo. Tbl TOYHO 3HaELLb,
roe oHuM ByayT B KOHEYHOM UTOre?

Heobxoanmo 06HOBNATL ONepaumnoHHY0 CUCTEMY TBOEro CMapTdOHa;
cnonb3yn aHTUBUPYCHbIE NporpaMmmbl A9 MOBUNbHbIX TENEdOHOB;

He 3arpyxaii npunoxeHuss oT HEM3BECTHOIO UCTOYHMKA, Bedb OHWU MOryT
copepxaTb Bpe4OHOCHOE NporpamMmHoe obecneyeHue;

[Mocne TOro Kak Tbl BblgeLb C canTa, rae BBOAWUIT NIMYHYIO MHGOOpMaLMIo,
3anaun B HacTpounkn bpaysepa n yganm cookies;



Meproanyeckn NpoBepsii, Kakme nnaTHble YCNyru akTUBMPOBaHbI HAa TBOEM
HOMeEpE;

[aBan cBoM HOMep MOOWNLHOrO TeredoHa TOMbKO NIOAAM, KOTOPbIX Thbl
3Haelb 1 KOMY JOoBepseLlb;

Bluetooth gorkeH 6bITb BbIKNHOYEH, KOraa Tbl UM He nonb3yewbed. He
3abbiBan MHOrga NPoBEPSATL ITO.

Online urpsbl

CoBpeEMEHHbLIE  OHMNAaMH-Urpbl - 3TO  KpacO4dHble, 3axBaTbiBawoLMe
pa3BrnedyeHns, obbeanHsIoWME COTHM TbICSAY YEenoBeK MO BCEMY MUPY.
Nrpokn wuccnegyoT [aHHbIM UM Mup, obuwalTca apyr € Lpyrowm,
BbIMNONHAKT 3aaHus, CpaXarwTcsd C MOHCTpaMu U NosiydatoT onbIT. 3a
yOOBOSMbCTBME OHM MMIATAT: MOKyNnawT AUCK, onfaymBaloT aboHEMEHT unm
NpuobpeTalT Kakme-To onumu.

Bce aTn cpeactBa mayT Ha noggep)KaHue v pasBuUTUE Urpbl, a Takke Ha
camy ©0e30onacHOCTb: COBEPLUEHCTBYIOTCA CUCTEMbI  aBTOpuM3aLuu,
BbIMycKkaloTcA HoBble naTtuM (undbpoBble 3annaTtkM Ans  Nporpamm),
3aKpbIBaOTCS YA3BMMOCTU CEPBEPOB.

B nogobHbix nrpax CTOUT orfacaTtbCA HE CTOJIbKO CBOWX COMEpPHUKOB,
CKOJTbKO KpaXwu TBOE€ro napoirnd, Ha KOTOpoOM OCHOBaHa CUCTEMa
aBTopm3aunmn bonbLWwKMHCTBA urp.

OcHoBHble coBeTbI N0 6€30NacHOCTU TBOEro UIrpoBOIro akKkayHTa:

1. Ecnu ﬂ,pyFOVI Urpok segeT cebsi Nnoxo unu co3gaet Tebe HEMPUATHOCTN,
3a6HOKMpyVI €ero B Crincke UrpoKos,

2. I'Io>+<anyl71c:;| aagMUHUCTpaATopaM WUrpbl Ha TMJy1oxoe roBegeHne 3TOro
UrpokKka, XenarteribHO TpPUuNnoXmtb KakKnMe-To [JoKa3aTesibCTBa B BUAE
CKPUHOB,

3. He ykasbiBan NiM4Hy0 MHOpMaLnio B npodanne urpsbl,
4. YBaxan apyrmux y4acTHUKOB MO Urpe;

5. He ycTtaHaBnunBaun HeoduumarnbHble natyn v Moabl;

6. icnonb3yn crioxHble 1 pasHble Naponu;

7. Oaxe BO BpeMsi Urpbl He CTOWUT OTKMOYaTb aHTMBMpyc. [loka Thl
nrpaellb, TBOW KOMMbIOTEP MOTYT 3apasuTb.

PUWKNHT nnu KpaXxa JINYHbIX AaHHbIX

O6bl4HON Kpaxken AeHer N JOKYMEHTOB CErofHA YK€ HMKOro He yOMBULLb,
HO C pasBUTUEM UHTEPHET-TEXHOSIOMMN 3SI0YMbILLIIEHHUKN NepeMecTUnch
B UHTEPHET, 1 NPOoaoSIKaT 3aHMMaTbes "nodumbiM" genom.

Tak nosBunacb HoBad yrposa: WHTEePHET-MOLUEHHUYECTBaA WM (PULLINHT,
rmaBHasi Leflb KOTOPOro COCTOUT B MOSlydeHUN KOHMOeHUMarnbHbIX
AaHHbLIX Monb3oBaTenen - NOrmHOB M naponen. Ha aHrmuMmckoMm A3bike



phishing untaetca kak cduwunHr (ot fishing - pbibHasa noens, password -
napornb).

OcHoBHbIe coBeTbl M0 6bopbbe ¢ PULLNHIOM:

1. Cnegun 3a cBOMM akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOA aHKeTa
Obina B3nomaHa, TO HeobxoAuMmMo 3abnokMpoBaTb ee U  CcoobwmTb
agMuHUcCTpaTopam pecypca 06 3TOM Kak MOXXHO CKOPEE;

2. Ncnonb3yn 6e3onacHble Beb6-canTbl, B TOM YMCIEe, UHTEPHET-Mara3mHoB
N NOUCKOBbIX CUCTEM,;

3. Wcnonb3yn cnoxHble n pasHble naponu. Takum obpasom, ecnu Tebd
B3/IOMatOT, TO 3/10YMbILLIIEHHUKKN MOfyYaT JOCTYN TOSIbKO K OOHOMY TBOEMY
NpoOUnNio B CETK, @ HE KO BCEM;

4. Ecnn T1eba Banomanu, TO0 HeobxoaAMMO npeaynpeautTb BCEX CBOMX
3HaKOMbIX, KOTopble AobaBneHbl y Tebs B Apy3bsx, O TOM, 4YTOo Tebs
B3floManuM n, BO3MOXHO, OT TBOEro umeHu OyaeTt paccbinarbCs cnam u
CCbIJTK/N Ha PULLNHIOBbIE CauThl;

5. YctaHoBM HagexHbin naposib (PIN) Ha MobunbHbIM TenedoH;
6. OTKM4YM coxpaHeHue napons B bpaysepe;

7. He oTkpbiBan dhansibl U gpyrne BIIOXKEHUS B MUCbMax, La)Ke eCrln OHU
NPULINKY OT TBOMUX ApYy3en. Jlydle yTOuHN Yy HUX, OTNPaBnsanu v oHu Tebe
aTn doannsol.

LUndpoBasa penytauusa

LinppoBas penyraums - aT0 HeraTUBHas UNM NO3nMTMBHaAA MHGOpMaUuns B
cetTh o Tebe. KomnpomeTupywwiaa uHpopmaumsa, pasMeLleHHass B
NHTEPHETE, MOXET Cepbe3HbIM 06pa3oM OTPasnTbLCS Ha TBOEW pearibHOM
XusHn. "Undgoposas penyTtauus” - aTo TBOW MMUOX, KOTOPbIN (OOpMUPYETCS
N3 MHopmauum o Tebe B MHTEPHETE.

TBoe MeCTO XWUTenbcTBa, Yy4ebbl, TBOe (UHAHCOBOE MONOXEHME,
0CcODEHHOCTU XapakTepa 1 pacckasbl 0 GNIM3KUX - BCE 3TO HaKannnBaeTcs B
ceTw.

MHorme noapoOCTKM NErkOMbICNIEHHO OTHOCATCS K MybGnukaumm nunuyHOMn
nHpopmaumn B VIHTEpHETE, HE NMOHUMAsA BO3MOXHbIX MOCNeACTBUN. Thbl
Aaxe He CMOXelb AoragatbCsi 0 TOM, 4TO doTorpadusi, pasmeLleHHasa 5
neT Hasag, ctana NpPUYnHOM oTKasa NpUHATL Tebs Ha paboTy.

KommeHTapuu, pasmelleHne TBonx potorpacpum n gpyrne 4encTBnus MoryT
He MCYEe3HYTb faxe rnocre TOro, Kak Tbl UX yaanuwb. Tbl He 3Haelb, KTO
coxpaHun 3Ty UHdOpmMauuio, nonarna i OHa B MOWCKOBblE CUCTEMbI U
coxpaHunacb v OHa, a rfaBHoe: YTO noaymalT o Tebe okpyxaroline
noan, KoTopble HavayT M yBUOAT 3TO. Hantm uHdopmaumto MHoOro et
CryCcTS CMOXeT ntobon - Kak u3 Aobpbix NOBYXAeHW, TaK U C HAMEPEHNEM
NPUYMHUTE Bped. ITO MOXET BbITb KTO YrogHO.

OcCHOBHble COBETbI NO 3alluTe ULMPPOBON penyTaunu:



1. MNopoyman, npexge 4em 4YTO-TO Ny6nMKoBaTb M nepefasaTb Yy cebs B
Brore unun B coumanbHON CeTu;

2. B HacTponkax npodunsa yctaHOBU OrpaHMYeHUs Ha NPOCMOTP TBOEro
NPOgoUIIA N ero CoaepXXMMoro, caesnian ero Tonbko "anga gpysen”;

3. He pa3melan n He ykasbiBan MHPOPMaLMIO, KOTOpas MOXET KOro-nmodo
OCKop6naATb unn obuxaTb.

ABTOpCKOe npaBo

CoBpeMEHHbIE  LUKOMBbHUKM - aKTUBHblEe MONb30BaTeENM LMGPOBOro
npocTtpaHcTBa. OgHAKO Aaneko He BCe 3HAT, YTO Mofb30BaHME MHOMMMU
BO3MOXHOCTAMU  UMQpPOBOro Mupa TpebyeTr cobnogeHna npaB Ha
NHTEeNNeKTyanbHYy COBCTBEHHOCTb.

TepMuH "uHTennektyanbHas COOGCTBEHHOCTb" OTHOCUTCS K pasfivyHbIM
TBOPEHMAM YerloBe4eCKOro yma, HauymHasi ¢ HoBbIX n30bpeTeHuin n 3HaKoB,
obo3Havawwmx cobCTBEHHOCTb Ha MNPOAYKTbl M YCRyru, U 3akaH4ymBas
KHUramu, doTorpacusamu, KMHOUITbMamm n MY3blKanbHbIMU
Npon3BeaeHUSIMN.

ABTOpCKME MpaBa - 3TO MNpaBa Ha MHTENNeKTyanbHYyl COOCTBEHHOCTb Ha
Npou3BedeHUs Hayku, nuTepaTypbl U UCKyccTBa. ABTOpCKMe npasa
BbICTyMNarT B KayecTBe rapaHTum TOrO, 4yTOo
MHTENNEKTYyanbHbIN/TBOpYECKUIA Tpyd aBTopa He OyaeT HanpacHbIM, AacT
emMy crnpaBeanvBble BO3MOXHOCTM 3apaboTaTb Ha pesynbTaTtax CBOEero
Tpyda, MNony4YuTb M3BECTHOCTb W npu3HaHue. Hukto 6e3 paspelueHus
aBTOpa He MOXEeT BOCMNPOM3BOAUTL €ro NpousseneHne, pacnpocTpaHaATh,
nyGrnMyHO [OEeMOHCTpupoBaTb, NpoAdaBaTb, MMMOPTUPOBATbL, MyckaTb B
NnpokaT, NyGrnvMYHO WCMNONHATb, MNOKa3biBaTb/MCMNOMHATL B 3dupe unu
pa3mellatb B IHTepHeTe.

Mcnonb3oBaHue "nupaTtckoro" nporpaMmMHOro obecneyeHust  MoXeT
NPUBECTN K MHOMMM puUCKaM: OT MOTEPWU AAHHbIX K TBOUM akkayHTam O
OGNOKMPOBKM TBOEro YCTPOWCTBA, [rOE€ YCTAHOBMEHa HeneranbHagd
nporpammMa. He ctout Takke 3abbiBaTb, YTO CYLWECTBYIOT feranbHble U
BGecnnaTtHble NporpamMmbl, KOTOPbIE MOXXHO HaNTU B CETW.

O noprane

CeTeBn4yoKk.pdd - TBOW rMNaBHbIN COBETYMK B CETWU. 30€eCb Tbl MOXELb
y3HaTb 0 6€e30MacHOCTU B CETM MOHSATHbIM M AOCTYMHbIM S3bIKOM, a Mpu
BO3HUKHOBEHUWN KPUTUYECKOM CUTyauum obpaTtutbCsa 3a coBeToM. A Takke
NPUHATb y4acTMe B KOHKypCcax U CTaTb caMblM LMGPOBLIM rpaKgaHnuHom!



